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ABSTRACT 
Mobile presence is a concept innovated by instant 
messaging applications, allowing users to display a status 
that demonstrates their availability and presumed 
willingness to communicate. As society becomes 
increasingly mobile, the need for more sophisticated 
presence systems has been identified. Unfortunately an 
increase in usefulness of such systems comes with a huge 
trade-off in terms of privacy. This paper will explore those 
trade-offs, examine user attitudes about privacy, and offer 
some design considerations for those interested in 
implementing more sophisticated presence models in their 
mobile products. 
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Introduction 
Mobile phones and more specifically smart phones that 
include voicemail, text messaging, and email have given 
users the ability to facilitate communication anytime, 
anywhere. For most users, this has been a mixed blessing. 
While the convenience factor of a mobile communication 
device is high, the trade-off is that the device demands our 
attention through notifications that somebody wants to 
communicate with us. The process of choosing if, when, 
and how to respond to a message forces a re-focus of our 
attention, at least for a short period of time. (1) Choosing 
to respond to the communication can further pull us away 
from a task. This can be distracting, and cause loss of 
productivity if the interruption is too frequent or un-
welcomed.  
 
Internet messaging programs have used the concept of 
presence for many years now to help manage this issue. 
Quite simply, users present a status that indicates their 
availability for communication. Typically this is done via 
icons that show a person as Available, Busy, Away, etc.  
 
Some programs allow users to create customized statuses 
that could optionally include their specific whereabouts  
 

 
 
(ie. Busy – At the Dentist). This system can be 
cumbersome. If the presence system requires manual 
updates to status, you must consciously take time from 
your day to modify your status. This is time lost from other 
activities. 
 
Additionally, the standard presence model introduced by 
internet messaging assumes a flat hierarchy of 
relationships with others. When your status shows as 
available, you are available to everyone. Unfortunately 
communication doesn’t follow these strict rules, especially 
in the business environment. Every time a request for 
communication is made, we must make a value judgment 
about the amount of attention to pay to the request as well 
as the speed at which we respond. Some systems allow 
users to create buddy lists with different displayed 
availability for different individuals or groups of people. 
This too is cumbersome and doesn’t take into account the 
plethora of snap judgments that a person consciously or 
unconsciously makes when a request for communication is 
received. These judgments are largely unconscious, but 
may include factors such as the rank of the person 
contacting you, your like or dislike of the person, the 
perceived versus actual urgency, how much time the 
communication is likely to take and how much it will 
distract from your current activity, whether the person 
you’re currently with would find it rude, and whether your 
current location is conducive to such a conversation. 
 
As one can see, creating a rule set that effectively manages 
the zillions of possible scenarios would be near impossible. 
In an attempt to find a workable solution, many companies 
and universities have turned to the idea of having one’s 
presence automatically derived from a number of methods. 
Some presence enabled systems already pull information 
from a person’s calendar to determine their availability. 
The assumption is that if you are in a meeting or it is 
outside of business hours you are busy or unavailable. 
Otherwise, you are available. This is overly simplistic, and 
doesn’t take into account all the possible exceptions. 
Perhaps your meeting only requires a smidgeon of your 
attention and you are available for IM. Or maybe your 
desire is to always be available to your wife or child 
regardless of what you are doing in case of emergency. 
Most current presence based systems assume black and 



white rules when our day to day lives and relationships 
usually fall into an area of grey. 
 
Next Generation Presence 
The solutions being proposed by companies and university 
researchers to combat all these challenges are starting to 
focus more and more on automated systems that determine 
presence based on other factors. Location and activity are 
being the most heavily explored. Your physical location 
could be tracked through GPS or GSM technologies tied to 
your mobile phone. It could also be tracked by sensors 
worn by an individual or via surveillance methods. Your 
activity could be shown by determining if you are on the 
phone or your computer, who (if anyone) you are currently 
communicating with, or even sensing your mood and pulse 
rate. Some activity indicators being explored are hard-
coded to make certain assumptions. For example, if you 
are searching Craigslist, you are most likely not working 
and therefore available to who-ever wants to communicate 
with you. Other systems are intelligent and through trial 
and error, will learn your communication styles, who you 
prefer to communicate with, and who you generally avoid. 
(2) (3) (4) 
 
Privacy 
While such technologies would certainly take the burden 
off the individual for managing their availability 
information and potentially minimize unwanted 
disruptions, they come with a huge value trade-off. In 
order to make use of such a system, one must sacrifice a 
level of personal privacy. 
 
Privacy is a hot button topic in the digital age. People are 
becoming more and more concerned about how easy it is 
for others to learn their personal information via the 
internet and use it for unwanted solicitation or even fraud. 
The concerns about privacy don’t end with the internet, 
however. People also worry about their phone calls being 
listened to, their email and text messages being read, being 
watched via video surveillance, location being tracked via 
satellite or other means, and many other issues brought 
forth by technology. This is in addition to traditional 
concerns about others obtaining personal information from 
snail mail, credit card and check transactions, and public 
records that maybe shouldn’t be public. 
 
But what exactly is privacy? It is a complex concept with 
no universally accepted definition. One of the most 
commonly used definitions was provided by Warren and 
Brandeis in 1890 (Brandeis later went on to the Supreme 
Court). Basically, privacy, they said, was the right to be let 
alone. (5) Malcolm Crompton expands the definition by 
saying that “privacy is part of the claim to personal 
autonomy” and that “some fundamental part of human 
dignity requires privacy”. (6) Modern definitions often 
focus around the protection of information about one’s self 
so that it doesn’t fall into the hands of someone that might 
use such information to slander, defraud, or harm you. 

It comes as a surprise to many Americans that privacy is 
not a specifically protected right in our constitution, when 
there is almost a universal desire to have it. Some countries 
including France do have clauses in their constitutions that 
protect this right and some state governments such as 
California do as well. Companies and government 
agencies may have privacy policies that spell out the rights 
or lack of for the individuals involved with them. But 
overall, there are no guarantees. This is why legal cases 
involving the issue of privacy are so complex and there is 
little consistency in the outcomes. (7) 
 
Privacy Meets Presence 
So, we know that privacy is a big concern for most 
individuals, especially after it has been violated in some 
way. But just how touchy is the subject of privacy in terms 
of availability and presence? It turns out, quite a lot. A 
2006 survey by Harris Interactive of 1000+ adult mobile 
phone users showed that only 56% of respondents would 
be comfortable with their spouse knowing their 
whereabouts via the use of presence services, 46% wanted 
their kids to know and 43% for other family members. 
Even more surprising is that only 6% said they’d be 
comfortable with a co-worker having access to their 
location via presence and 5% for the boss. (8) A more 
comprehensive though less scientific survey of over 
38,000 adults conducted by MSNBC showed similar 
patterns and also demonstrated a high level of concern 
over others knowing what one is doing, and not just where 
they are doing it. (9) 
 
A number of studies have been conducted that tested 
specific mobile presence solutions. In most cases, these 
studies focused on sharing location and availability 
information with people in your close social or family 
circle. In these circumstances, people were often less 
guarded about their privacy and willing to share this 
information with people for whom there was already a 
level of trust. Many reported greater feelings of 
connectedness with the others. This was especially true for 
couples who were physically separated from each other by 
great distances. (10) (11) (12) (13) 
 
Based on the surveys of people’s attitudes about location 
presence, however, it is a safe bet that these study results 
could not be duplicated if conducted with business 
associates, clients, or even strangers. If asked, most people 
are highly uncomfortable with the idea of their employers 
watching and tracking their every move through 
surveillance or reading their messages. And most are 
outraged at the idea that the government might be listening 
in on their cell phone conversations. 
 
 
Presence Needs Within Various Constituencies 
What are some of the issues for the various parties 
involved in the debate about whether the benefits of 



location and activity based presence outweigh the privacy 
issues involved? 
 
Corporations want to maximize profits. A big part of this is 
managing employee productivity. An increase in 
technology has seen an increase in the number of 
distractions to workers. Some are voluntary by the worker, 
such as surfing the web when they should be working or 
claiming to be working from home using mobile 
technology when they are really at the beach. Other 
distractions are involuntary such as the mass amounts of 
email and frequent phone interruptions by clients or 
colleagues. Companies want more information about how 
their employees use their time, so that they can find ways 
to improve productivity and discipline or eliminate 
workers who abuse or misuse company time. Companies 
also want to ensure that its employees can be trusted and 
are not giving away secrets that could hurt the business. 
Presence based systems could provide this kind of 
information. 
 
Additionally, corporations are concerned with protecting 
themselves from lawsuits. To this end, they want to be in 
compliance with whatever laws are in place with regards to 
privacy while still maintaining their own best interests. 
 
The government has different goals. While individual 
offices probably have similar concerns about employee 
productivity and trust, the government has an even larger 
mission. They need to maintain public security and safety 
and a big part of this is keeping tabs on criminals, 
terrorists, spies, political figures, and other suspicious 
types. To be effective, a government must balance public 
confidence with the goals of achieving peace and 
prosperity both nationally and on a global scale. The 
United States government frequently comes under attack 
by its citizens for violating privacy in the interest of 
national security, but individual comfort with privacy 
violations is greatly influenced by national and 
international events. Immediately after September 11th, US 
citizens were much more willing to give up certain “rights” 
in the interest of catching terrorists.  Prior to this event, 
there was a more closed mindset. 
 
Governments are also concerned with ensuring that laws 
are abided by and taxes are paid so that the business side 
of government can continue to run. Presence based 
systems could be an important tool in keeping track of the 
people and activities that are a threat to the status quo. 
 
Individuals usually understand and agree with the 
interests of corporations and government at a logical 
level, but not in practice. Why? Because to be effective, 
both government and corporations need to take away 
some rights to privacy in order to achieve their goals. On 
an individual level, people want to protect the financial, 
social, emotional, and physical security of themselves and 

those close to them. This means safeguarding information 
that could make them victims of fraud, social ridicule, or 
discrimination, or that could place them in physical 
danger. Most people are also interested in protecting their 
image in the eyes of society and those in their personal 
life and network. Nobody wants to be caught in a lie and 
risk loss of credibility and trust. Individuals also hate 
being solicited to, and dislike marketers collecting and 
using information about them. Lastly, individuals want 
the security of knowing that certain rights are guaranteed 
to them by law and that they have an appropriate recourse 
if these rights are violated. 
 

Individuals have both the most to gain, and the most to 
lose with the implementation of next generation presence 
technologies. On the one hand, it can help people to 
achieve a better work/life balance and better manage their 
time and productivity, both in their careers and personal 
lives. Having increased information about your children’s 
activities and whereabouts can help you to protect them, 
and even to be a better parent. And knowing the activities 
and whereabouts of your friends and family can help you 
to empathize better with their day to day struggles and 
facilitate communication when others are most receptive to 
it. It can even improve your effectiveness as an employee. 
 
Even with all these potential gains, there is a very high 
potential for abuse of this knowledge by other individuals, 
companies, and government. In the wrong hands, the 
knowledge of the whereabouts of your child through their 
cell phone could enable a kidnapper to more easily abduct 
your child. Knowledge of who you talk to, when, and for 
how long can make it easier to scam you. Somebody 
finding out and going public with the fact that you spend 
every Friday night at a sex club could ruin your public 
standing and your marriage. Your disability benefits could 
be revoked when your activities and locations don’t 
coincide with your claimed ailment. 
 
Some of these abuses may seem far fetched but the reality 
is that all this information about you would be stored 
somewhere. Presence based systems would detect and 
store information on various servers which could be 
accessed by those with the proper credentials or by hackers 
if security was weak. One might argue that the best 
security for such a system then is to only show current 
information about activity and location, and not store any 
history. Such a trade-off would probably meet the needs of 
individuals, but would not meet the needs of businesses 
and government, the ones who are probably funding the 
technologies in the first place. 
 
Presence Design Considerations 
So given all of these issues, what is the answer? Should we 
hold on to our simple, though ineffective presence model 
initiated by IM technologies? What design considerations 
should be included to minimize the potential for abuse and 



maximize the usefulness of having activity and location 
information about others? 
 
First, any person who uses any presence based service, 
whether voluntarily or as mandated by an employer, 
should have full access to their history file. A person 
should be able to see what information is being recorded 
about them, and who has accessed it. I’d compare it to an 
individual’s rights with credit reports, where a person may 
challenge the information that is included, see who has 
requested their information, and when. Unlike credit 
reports, this information should be free and accessible as 
often as is desired. Parents/guardians should have full 
access to information about their minor children until they 
come of legal age. The servers that store this information 
should have the highest level of encryption and strict 
access requirements. 
 
Second, individuals should have the option of turning off 
activity and/or location tracking on their communication 
devices while still being able to communicate via phone, 
IM, etc. Outside of work hours, employers have no right to 
monitor the activities of their employees. Individuals will 
of course have to weigh the benefits of keeping this on or 
turning it off against their personal needs, but it should 
always be an option. 
 
Third, people should have the option of allowing some 
persons to see their activity and location presence while 
denying this information to others. As discussed earlier, 
there is no one-size fits all when it comes to 
communication and relationships. Though this may be a 
tedious step as it would have to be done manually, end 
users will appreciate having the option for control even if 
they opt to not use it. 
 
Last, companies and governments must create policies 
and/or laws regarding how presence information will be 
used, and what an individual’s rights are in terms of the 
technology and data collected. People need to be educated 
on the issues and have a clear recourse if their rights are 
violated. The message needs to be sent from the very 
beginning that abuse will not be tolerated. 
 
Only when all of these areas are covered, can people be 
comfortable with location based presence technology and 
feel that the benefits outweigh the reduction in their 
personal privacy. 
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